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Figure. How Bitcoin Addresses Transfer Payments and Verify Signatures

Figure. Each Timestamp Includes Previous Timestamp in its Hash Forming a Chain

Bitcoinmath.pdf p.25

Alice requires Bob’s public key hash, or wallet address, to send him the bitcoin she owes him for the e-
book (Fig.). 
Once she receives it, Alice includes Bob’s public key hash as part of an encumbrance (įkaitinis raštas) she 
places on the transaction. 
This encumbrance is a set of instructions that will only allow this output, this bitcoin from Alice, to be 
spent if the spender, Bob, proves that he controls the private key that produces Bob’s public key hash. 
Bob’s wallet now includes this payment from Alice as a spendable output (“Bitcoin Developer Guide”).

Inadequate representation

Contradictory example

04 BitCoin-3 OpCheckSig

   04 BitCoin-3 OpCheckSig Page 1    



Bob decides to spend this bitcoin when making a purchase from Carl. Bob includes the bitcoin from 
Alice as an input in a transaction. To satisfy the encumbrance placed by Alice, Bob must prove that 
he controls the private key that produces the public key hash that Alice included in the encumbrance. 
So, before he broadcasts the transaction, Bob signs it. By signing the transaction, Bob locks the 
transaction contents, creating a layer of security in the transaction (“Bitcoin Developer Guide” n.d.). 
When he signs, he includes his full unhashed public key, K, and his digital signature. His digital 
signature is created using his private key, k, by encrypting a hash of the transaction contents. Bitcoin 
uses Bob’s public key to decrypt his digital signature, verifying that the hash of the transaction 
contents remains unaltered and that Bob controls the private key associated with his public key 
(Johnson, et al 2001). If either of the keys used aren’t Bob’s, or the hashes of the transaction contents 
don’t match, the signature is rejected and the bitcoin remains in Bob’s wallet (Fig. 3.6 ) (“Bitcoin 
Developer Guide” n.d.).

Figure 3.6 Bitcoin Transaction Signature Chain (Shirriff "Bitcoins" 2014)

Figure. Mining Cryptographic Proof of Work to Create Transaction Block Chain

Inadequate representation

The Bitcoin scripting language

You might expect that a Bitcoin transaction is signed simply by including the 
signature in the transaction, but the process is much more complicated. 
In fact, there is a small program inside each transaction that gets executed to decide 
if a transaction is valid. 
This program is written in Script, the stack-based Bitcoin scripting language. 
Complex redemption (apmokejimas) conditions can be expressed in this language. 
For instance, an escrow system can require two out of three specific users must sign 
the transaction to spend it. Or various types of contracts can be set up.[15] 

The Script language is surprisingly complex, with about 80 different opcodes. 
It includes arithmetic, bitwise operations, string operations, conditionals, and 
stack manipulation. 
The language also includes the necessary cryptographic operations 
(SHA-256, RIPEMD, etc.) as primitives. 

   04 BitCoin-3 OpCheckSig Page 2    

http://en.wikipedia.org/wiki/Stack-based
https://en.bitcoin.it/wiki/Contracts
http://www.righto.com/2014/02/bitcoins-hard-way-using-raw-bitcoin.html#ref15
https://en.bitcoin.it/wiki/Script


http://www.righto.com/2014/02/bitcoins-hard-way-using-raw-bitcoin.html
Bitcoin_OpCheckSig_InDetail.png

(SHA-256, RIPEMD, etc.) as primitives. 
In order to ensure that scripts terminate, the language does not contain any 
looping operations. (As a consequence, it is not Turing-complete.) 
In practice, however, only a few types of transactions are supported.[16]

In order for a Bitcoin transaction to be valid, the two parts of the redemption 
script must run successfully. 
The script in the old transaction is called scriptPubKey and the script in the 
new transaction is called scriptSig. 
To verify a transaction, the scriptSig executed followed by the scriptPubKey. 
If the script completes successfully, the transaction is valid and the Bitcoin can 
be spent. Otherwise, the transaction is invalid. 
The point of this is that the scriptPubKey in the old transaction defines the 
conditions for spending the bitcoins. 
The scriptSig in the new transaction must provide the data to satisfy the 
conditions. 
In a standard transaction, the scriptSig pushes the signature (generated from 
the private key) to the stack, followed by the public key. 
Next, the scriptPubKey (from the source transaction) is executed to verify the 
public key and then verify the signature. 

From <http://www.righto.com/2014/02/bitcoins-hard-way-using-raw-bitcoin.html> 

Giuseppe & Clemente
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https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.186-4.pdf

6.  The Elliptic Curve Digital Signature Algorithm (ECDSA) ANS X9.62, Public Key 

ECDSA Domain Parameters - Public Parameters
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6.  The Elliptic Curve Digital Signature Algorithm (ECDSA) ANS X9.62, Public Key 
Cryptography for the Financial Services Industry: 
The Elliptic Curve Digital Signature Standard (ECDSA), was developed for the 
American National Standards Institute by the Accredited Standards Committee on 
Financial Services, X9. 
Information about obtaining copies of ANS X9.62 is available at http://www.x9.org. 

http://www.secg.org/sec2-v2.pdf

SEC 2: Recommended Elliptic Curve Domain Parameters
Certicom Research Contact: Daniel R. L. Brown (dbrown@certicom.com)

January 27, 2010 Version 2.0
© 2010 Certicom Corp. 

2.4.2 Recommended Parameters secp256r1

The verifiably random elliptic curve (EC) secp256r1 domain parameters over Fp are specified 
by the sextuple T = (p,a,b,G,n,h) where the finite field Fp is defined by:
p = FFFFFFFF 00000001 00000000 00000000 00000000 FFFFFFFF FFFFFFFF FFFFFFFF ==                    
== 2224(2 32 −1) + 2192 + 296 −1                                                   //p is prime
The elliptic curve EC: y2 = x3 + ax + b over Fp is defined by:
a = FFFFFFFF 00000001 00000000 00000000 00000000 FFFFFFFF FFFFFFFF FFFFFFFC 
b = 5AC635D8 AA3A93E7 B3EBBD55 769886BC 651D06B0 CC53B0F6 3BCE3C3E 27D2604B 

6.1 ECDSA Domain Parameters ECDSA requires that the private/public key pairs used for 
digital signature generation and verification be generated with respect to a particular set of 
domain parameters. These domain parameters may be common to a group of users and may 
be public. Domain parameters may remain fixed for an extended time period. 
Domain parameters for ECDSA are of the form (p, a, b, {domain_parameter_seed}, G, n, h).
Where: 
p is the field size; 
a and b are two field elements that define the equation of the curve; 
domain_parameter_seed is the domain parameter seed and is an optional bit string that is 
present if the elliptic curve was randomly generated in a verifiable fashion; 
G is a base point of prime order on the curve, i.e. G = (xG, yG);
n is the order of the point G;
h is the cofactor (which is equal to the order of the curve divided by n). 
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Signing the transaction
I found signing the transaction to be the hardest part of using Bitcoin manually, 
with a process that is surprisingly difficult and error-prone (linkes). 
The basic idea is to use the ECDSA elliptic curve algorithm and the private key 
to generate a digital signature of the transaction, but the details are tricky. 
The signing process has been described through a 19-step process (more 
info). Click the thumbnail below for a detailed diagram of the process. 

From <http://www.righto.com/2014/02/bitcoins-hard-way-using-raw-bitcoin.html> 

b = 5AC635D8 AA3A93E7 B3EBBD55 769886BC 651D06B0 CC53B0F6 3BCE3C3E 27D2604B 
EC was chosen verifiably at random as specified in ANSI X9.62 [X9.62] from the seed:
S = C49D3608 86E70493 6A6678E1 139D26B7 819F7E90 
The base point G in compressed form is:
G = 03 6B17D1F2 E12C4247 F8BCE6E5 63A440F2 77037D81 2DEB33A0 F4A13945 D898C296

G in uncompressed form is:
G = 04 6B17D1F2 E12C4247 F8BCE6E5 63A440F2 77037D81 2DEB33A0 F4A13945 D898C296 
4FE342E2 FE1A7F9B 8EE7EB4A 7C0F9E16 2BCE3357 6B315ECE CBB64068 37BF51F5
G = (x, y)     
The order n of G is:
n = FFFFFFFF 00000000 FFFFFFFF FFFFFFFF BCE6FAAD A7179E84 F3B9CAC2 FC632551
|n| = 8*8*4 = 256 bits                      n*G = O   // O - is a neutral element - point at infinity   

The cofactor is: h = 01

Alice's key pair generation: 
Private Key - PrK = dA it is private key integer 1 < dA < n-1;   |dA |= 256 bits.

Public Key - Puk = QA = dA × G = dA × (xG, yG) = (xA, yA);      |xA|= |yA|= ~256 bits.

Symbol × denote elliptic curve point multiplication by a scalar. 

Signature creation for message m

Signature vrification

Calculate u1 = h • s-1 mod n and u2 = r • s-1 mod n 1.

Calculate the curve point (xk, yk) = u1 × G + u2 × QA . 2.

The signature is valid if r = xk mod n.3.

PP = (p, G, n),  G=(xG, yG)

h = H(m);1.
k <-- rand;2.

Gk =   k × G = k × (xG, yG) = (xk, yk);3.

r = xk mod n;  |r|≤ 256 bits;4.

s = k • (h + r • dA) mod n; |s|≤ 256 bits;   5.
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TxIn 0 TxIn TxOut 0 TxOut 1 TxIn 0 TxIn 1

The biggest complication is the signature appears in the middle of the transaction, 
which raises the question of how to sign the transaction before you have the signature. 
To avoid this problem, the scriptPubKey script is copied from the source transaction 
into the spending transaction (i.e. the transaction that is being signed) before 
computing the signature. 
Then the signature is turned into code in the Script language, creating the scriptSig

script that is embedded in the transaction. It appears that using the previous 
transaction's scriptPubKey during signing is for historical reasons rather than any 
logical reason.[17] 

For transactions with multiple inputs, signing is even more complicated since each input 
requires a separate signature, but I won't go into the details. 

From <http://www.righto.com/2014/02/bitcoins-hard-way-using-raw-bitcoin.html> 

The Elliptic Curve Digital Signature Algorithm (ECDSA) takes a message hash, and 
then does some straightforward elliptic curve arithmetic using the message, the 
private key, and a random number[18] to generate a new point on the curve that gives a 
signature. 
Anyone who has the public key, the message, and the signature can do some simple 
elliptic curve arithmetic to verify that the signature is valid. 
Thus, only the person with the private key can sign a message, but anyone with the 
public key can verify the message. 

From <http://www.righto.com/2014/02/bitcoins-hard-way-using-raw-bitcoin.html> 

With these complications it took me a long time to get the signature to work. 
Eventually, though, I got all the bugs out of my signing code and succesfully signed 
a transaction. Here's the code snippet I used. 
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The final scriptSig contains the signature along with the public key for the source 
address (1MMMMSUb1piy2ufrSguNUdFmAcvqrQF8M5). 
This proves I am allowed to spend these bitcoins, making the transaction valid. 

Sending my transaction into the peer-to-peer network
The next step is to send transaction into the peer-to-peer network, where it 
will be picked up by miners and incorporated into a block. 

How to find peers

The first step in using the peer-to-peer network is finding a peer. 
The list of peers changes every few seconds, whenever someone runs a client. 
Once a node is connected to a peer node, they share new peers by exchanging 
addr messages whenever a new peer is discovered. 
Thus, new peers rapidly spread through the system. 
There's a chicken-and-egg problem, though, of how to find the first peer. 
Bitcoin clients solve this problem with several methods. 
Several reliable peers are registered in DNS under the name 
bitseed.xf2.org. 
By doing a nslookup, a client gets the IP addresses of these peers, and 
hopefully one of them will work. 
If that doesn't work, a seed list of peers is hardcoded into the client. [26]

nslookup can be used to find Bitcoin peers.
Peer - toks pats.

Peers enter and leave the network when ordinary users start and stop Bitcoin 
clients, so there is a lot of turnover in clients. 
The clients I use are unlikely to be operational right now, so you'll need to find new 
peers if you want to do experiments. 
You may need to try a bunch to find one that works. 

Talking to peers
Once I had the address of a working peer, the next step was to send my 
transaction into the peer-to-peer network.[8]

Using the peer-to-peer protocol is pretty straightforward. 
I opened a TCP connection to an arbitrary peer on port 8333, started 
sending messages, and received messages in turn. 
The Bitcoin peer-to-peer protocol is pretty forgiving; peers would keep 
communicating even if I totally messed up requests. 
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communicating even if I totally messed up requests. 

Nodes

Backtracking a bit, let’s talk about “nodes.” A node is a powerful computer that runs the 
bitcoin software and helps to keep bitcoin running by participating in the relay of 
information. Anyone can run a node, you just download the bitcoin software (free) and 
leave a certain port open (the drawback is that it consumes energy and storage space –
the network at time of writing takes up about 145GB). Nodes spread bitcoin 
transactions around the network. One node will send information to a few nodes 
that it knows, who will relay the information to nodes that they know, etc. That 
way it ends up getting around the whole network pretty quickly.

Some nodes are mining nodes (usually referred to as “miners”). These group 
outstanding transactions into blocks and add them to the blockchain. How do they do 
this? By solving a complex mathematical puzzle that is part of the bitcoin program, and 
including the answer in the block. The puzzle that needs solving is to find a number that, 
when combined with the data in the block and passed through a hash function, 
produces a result that is within a certain range. This is much harder than it sounds.

This number is called a “nonce”, which is a concatenation of “number used once.” 

In the case of bitcoin, the nonce is an integer between 0 and 4,294,967,296 = 232.)

From <https://www.coindesk.com/information/how-bitcoin-mining-works> 

Economics - Mining
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Economics - Mining

At the time of writing, the reward is 12.5 bitcoins, which at time of writing is worth 
almost $200,000.

Although it’s not nearly as cushy a deal as it sounds. There are a lot of mining 
nodes competing for that reward, and it is a question of luck and computing power 
(the more guessing calculations you can perform, the luckier you are).

Also, the costs of being a mining node are considerable, not only because of the 
powerful hardware needed (if you have a faster processor than your competitors, 
you have a better chance of finding the correct number before they do), but also 
because of the large amounts of electricity that running these processors 
consumes.

And, the number of bitcoins awarded as a reward for solving the puzzle will 
decrease. It’s 12.5 now, but it halves every four years or so (the next one is 
expected in 2020-21). 

The value of bitcoin relative to cost of electricity and hardware could go up over 
the next few years to partially compensate this reduction, but it’s not certain.

From <https://www.coindesk.com/information/how-bitcoin-mining-works> 
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